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Privacy - Data Protection Offerings

Engagement Scope 

Privacy Program 
Implementation

Data Lifecycle 
Governance 

Strategy

GDPR & PDPB 
Readiness 

Assessment 
Support

Develop, design, 
and implement 

privacy initiatives

Privacy 
Engineering

Pilot IS 17248 
Indian Data 

Privacy Standard

ISO, DSCI & 
Global Best 
Practices & 
Standards

Privacy Risk & Gap 
Assessment

Baseline Current 
Privacy Practices 

and Processes

Identify Gaps 
and areas for 
improvement

Privacy Strategic And 
Business Planning

Preparedness 
& 3rd Party 

Assessment 

Regulatory 
Compliance 

Implementation

Privacy Audit & 
Assessments

Define & 
Enforce Policy 

Framework

Data Protection 
Officer (DPO) 

Advisory 
Services

The PerspectiveTM
Grade AceTM Pvt Ltd

Product, 
Processing and 

Transfer 
Certifications



How do we understand Data? Concepts and Analogies

Data 

Unalienable 
Self

Fundamental 
Right to Privacy of 

personal 
information

Rights over data akin 
to property rights 

Data as Natural Resource 
acting as fuel (oil/ water/ 
gold/ uranium) of digital 

economy

Ownership of Data? 
Individual/ 

Community/ State 
ownership

C.

B.

A.

D.

E.



Aggressive 
Digitization

Technological 
Innovations

Sharing Economy & 
Democratization of 

Society

Fear of 
Monopolies 

Regulatory 
Infrastructure & 

Enforcement

Technology 
driven 

Economics & 
GDP 

Global Trade 
integration, and 

Trade wars

Rising 
Extremism & 

Threats

Reactionary 
Laws & 

Regulations

Geo-Politics; 
Digital 

Diplomacy

Everything 
getting captured 

& recorded

Data Breaches 
becoming a 

norm

Market Forces –
Criminals, 

Innovators & 
Protectors

Generation of 
Millennials –

attention span, 
connectedness

Context of Data Ecosystem



Scope and 
Applicability

Definition of 
Legal 

Relationships

Definition of 
Personal 

Information

Privacy 
Principles

Regulatory 
Infrastructure

Regulatory 
Mechanisms

Data Transfer 
Instruments

Data Localization
Organizational 

Measures
Data Breach 
Notification

Rights of Data 
Subjects

Liabilities Exceptions
Dispute 

Resolution 
Mechanisms

Components of Data Protection Law

ECONOMIC – SOCIAL – ADMINISTRATIVE REGULATION



Stakeholders’ Perspective(s)

6

Citizens
Consumers & 

Users

Other 
Institutions

Principals

Government

Employees/ 
Contractors

Data & Tech Economy

Indigenous Startups

Business
MNCs – Inbound & Outbound

Security & 
Sovereignty

Duties & 
Rights

Integrated Global 
Outlook; 

Economy, Trade & 
Jobs

Processing Economy

Courts

International Organizations

Independent Regulators



Privacy risks include, but not limited to:
• failure to have the appropriate legal authority to collect, use or disclose personal information;

• excessive collection of PII (loss of operational control);

• unauthorized access to PII (loss of confidentiality);

• unauthorized modification of the PII (loss of integrity);

• loss, theft or unauthorized removal of the PII (loss of availability);

• unauthorized or inappropriate linking of PII;

• failure to keep information appropriately secure;

• retention of personal information for longer than necessary;

• processing of PII without the knowledge or consent of the PII principal (unless such processing is provided 
for in the relevant legislation or regulation); and 

• sharing or repurposing PII with third parties without the explicit informed consent of the data subject



Sample Privacy 
Risk Map



Privacy Assessment Typical Solutions
• deciding not to collect, use or disclose particular types of personal information;

• creating retention periods that only keep information for as long as necessary and planning the secure disposal of 
information;

• implementing appropriate technological, procedural and physical security measures;

• ensuring that staff are properly trained and are aware of the potential privacy impact and appropriate privacy-protective 
measures to be followed;

• developing ways to safely anonymize and/or de-identify the information, where possible;

• producing guidance for staff on how to use new programs, processes and systems, and how and when it is appropriate 
to collect, use, access, disclose and dispose of personal information;

• taking steps to ensure that individuals are fully aware of how their information is used and that they can contact the 
institution for assistance, if necessary;

• selecting third parties that will provide a greater degree of security and ensuring that agreements are in place to protect 
the personal information in the custody of the third parties; and

• producing information sharing agreements that clarify what information will be shared, how it will be shared and with 
whom it will be shared



US Federal 
Data 

Protection 
Framework

• Gramm-Leach-Bliley Act

• Federal Trade Commission Act

• Fair Credit Reporting Act/FACTA

• SEC disclosure requirements

• Federal Sector Requirements 

• Federal Information Security Management Act

• OMB’s Breach Notification Policy

• Veterans Affairs Information Security Act

• Children’s Online Privacy Protection Act

• HIPAA/HITECH

• Pending federal bills 





Data Privacy Law Tracker US



How is Sensitive Personal Information defined in CPRA





Obligations
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